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OZET

Dijital ekosistemlere entegrasyon siireci hizlandikga, siber giivenlik ihlalleri geleneksel teknik savunma
hatlarin1 asarak dogrudan insan zafiyetlerinden beslenen kritik bir operasyonel riske doniismektedir.
Kurumlar, inovasyon ve rekabet avantajin1 artirmak i¢in mevcut dijital ekosistemlere adapte olmaya
calisirken, hizli bilgi aligverigini ve yapisal agikligi tesvik eden bu ortamlar siber giivenlik risklerini
farkinda olmadan artirabilmektedir. Dijital doniisiim siiregleri, veriye erisimi demokratiklestirerek
hiyerarsik sinirlar ortadan kaldirsa da, ortaya ¢ikan bu yapisal gecirgenlik, insan faktoriine dayali bilgi
giivenligi riskleri i¢in savunmasiz bir zemin yaratmaktadir. Bu durum, kurumlarin savunma hattinin
merkezine dogrudan bireyin bilissel tercihlerini yerlestirmekte ve siber giivenligi teknik bir sorun
olmaktan ¢ikarip biitiinsel bir davranig yonetimi stratejisine doniistiirmektedir. Bu calisma, dijital
okuryazarligin, bir kurumun dijital kiltiirii ile ¢alisanlarin ve dgrencilerin siber giivenlik davraniglari
arasinda ¢ok onemli bir araci degisken olarak islev gordiigii kavramsal bir ¢erceve onermektedir.
Literatiirde siklikla sadece ara¢ kullanimiyla sinirh tutulan dijital okuryazarlik, bu modelde dijital
tehditleri ayirt edebilme ve etik sorumluluk alma bilincini igeren biligsel bir kalkan olarak ele
alinmaktadir. Giincel orgiit kiiltiirii ve orgiitsel davranis aragtirmalarindan yola ¢ikarak, ortak bir dijital
kiiltiiriin, ancak yiiksek diizeyde dijital okuryazarlik ile agik¢a desteklendiginde giivenli operasyonel
davraniglara doniisebilecegi hipotezi ileri siiriilmektedir. Bu yoniiyle, teknik altyapr yatirimlarmin
Otesine gecilerek, dijital okuryazarligin orgiitsel risk yonetimindeki kilit rolii vurgulanmaktadir. Bu
baglamda bir vakif {iniversitesinin 52 0grencisine ilk pilot ¢alismada ulagilmistir. Edinilen bulgular
cergevesinde dijital kiiltiir ile dijital okuryazarlik arasinda r = 0,350 ve dijital kiiltiir ile siber giivenlik
algilar1 arasinda r = 0,375 kuvvetinde orta diizeyde, pozitif ve anlamli bir iliskinin varligi tespit
edilmistir. S6z konusu veriler, kurum kiiltiiriiniin bireylerin giivenlik farkindaligin1 beslemede merkezi
bir rol oynadigini dogrulamakla birlikte; bu iligkinin siirdiiriilebilir bir siber dayanikliliga evrilmesi igin
dijital okuryazarlik yetkinliginin belirleyici bir kaldirag olarak siirece dahil edilmesinin zorunlulugunu
ortaya koymaktadir.
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ABSTRACT

The modern digital economy is characterized by cyber breach risk, which often circumvents technical
safeguards in order to take advantage of human weaknesses. In efforts to align themselves with the
current digital ecosystem to increase creativity and competitiveness, the environment itself, which is
designed for fast data exchange and openness, might unintentionally exacerbate the problem of
cybersecurity. The fact that digital transformation strategies make data available and reduce hierarchical
restrictions without limits provides an ideal environment for social engineering by hackers. Therefore,
the person becomes the focus of cybersecurity, as the decisions they make become the key element in
the process of defending against cyber threats. In this research, a conceptual model will be developed
where digital literacy will be considered as the mediating variable linking digital culture in the
organization to cybersecurity behavior among its employees and students. Often defined in terms of
operational technology skill only in literature, the concept of digital literacy in the conceptual model is
expanded to include being able to detect digital dangers as well as taking the appropriate ethical actions.
Based on current studies on organizational behavior and culture, it is posited that having a digital culture
alone does not result to secure operational behaviors without high digital literacy levels. In testing the
model, a pilot study was carried out involving 52 participants in a private university. This study produced
results showing moderate, positive, and statistically significant correlations between digital culture and
digital literacy (r = 0.350) and digital culture and cybersecurity awareness (r = 0.375). These results
affirm that organizational culture is key to promoting security awareness in individuals; however, it also
underscores the need to incorporate digital literacy skills as a critical tool to transform this association
into cyber resilience.
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